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Abstract. In the era of automated and connected driving,
more and more cars will be equipped with wireless transmis-
sion technologies such as mobile communications 4G (LTE)
and 5G, WiFi, Bluetooth, and V2X. For the technical imple-
mentation of V2X-communications, different standards like
cellular-V2X from the cooperation 3rd Generation Partner-
ship Project and ITS-GS5, based on the WiFi standard 802.11p
from the Institute of Electrical and Electronics Engineers,
are under consideration. The electromagnetic environment
of cars and the corresponding exposure of the general pub-
lic to wireless emission will be significantly influenced by
new radio technologies. Under all circumstances, it must be
ensured that the exposure of the electromagnetic fields inside
a car does not cause any harmful effects on humans. In order
to quantitatively assess the resulting exposure, the generated
exposure must be correctly recorded and evaluated according
to their specific time-frequency spectra. This paper describes
a new measurement procedure suitable for the V2X-standard
ITS-GS together with various exposure measurements per-
formed in different cars with WiFi, Bluetooth and ITS-G5. In
comparison of all wireless standards studied here, the V2X-
service generated the highest electric field strengths inside a
car, when a transmitting di-patch antenna was mounted on
the windscreen inside the driver’s cabin. The maximum frac-
tion of the corresponding ICNIRP reference level amounted
to 15.1 %. We conclude that the total exposure of wireless
on-board automotive devices will be dominated by ITS-GS5,
if the transmitting antenna is located inside the passenger
cabin. As V2X-communications will increasingly penetrate
road traffic, the resulting exposure should be carefully moni-
tored, in order not to exceed the corresponding reference lev-
els for general public.

1 Introduction

Modern radio technologies are increasingly being used in
everyday life so that the relevance of personal exposure to
radio frequency (RF) electromagnetic fields is rapidly ris-
ing. In the context of automated and connected driving, ve-
hicles will be capable of communicating with each other,
as well as with infrastructure and other road users. For
the technical implementation of this vehicle-to-everything
(V2X)-communication, different standards like cellular-V2X
(C-V2X) from the cooperation 3rd Generation Partnership
Project (3GPP, 2019) and the European standard for vehic-
ular communications ITS-G5, based on the WiFi standard
802.11p (IEEE, 2010) from the Institute of Electrical and
Electronics Engineers (IEEE), are under consideration.

In addition to the V2X-communication standards, there
are further wireless systems such as audio and video broad-
cast, mobile radio, infotainment systems et cetera, that inter-
act with the environment of cars and thus influence personal
exposure of traffic participants inside cars (driver and passen-
gers) as well as outside (road users). Figure 1 shows a catego-
rization of the various wireless standards and services. All of
these wireless technologies contribute to personal exposure
and, as a consequence, suitable measurement and evaluation
methods must be developed, in order to correctly determine
the electromagnetic field exposure and assess this in view
of the legal human safety limits for RF electromagnetic ra-
diation. Since reliable data on exposure associated with the
wireless automotive technologies are often lacking, it is es-
sential that the introduction of new technologies is accompa-
nied by scientifically exposure studies. There is a particular
need for research into the development of suitable measure-
ment and assessment methods for evaluating exposure in the
vehicular environment (SSK, 2019). This study aims to con-
tribute to filling this research gap.
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Figure 1. Relevant wireless automotive technologies in the elec-
tromagnetic environment of road traffic; arrow directions indicate
whether the wireless automotive technology is only received (tech-
nology — vehicle) or is received and sent (technology <> vehicle)
by the vehicle.

The International Commission on Non-Ionizing Radia-
tion Protection (ICNIRP) formulated reference levels for
the electric and magnetic field strengths for frequencies
above 2 GHz, namely 61 Vm~! and 0.16 Am™!, respec-
tively, which must not be exceeded in areas accessible to
the general public (ICNIRP, 1998). These ICNIRP lim-
its still form the basis for exposure control legislation in
most countries until today. This includes Germany, namely
the law for protection against electromagnetic exposure:
“Sechsundzwanzigste Verordnung zur Durchfithrung des
Bundes-Immissionsschutzgesetzes (Verordnung iiber elek-
tromagnetische Felder — 26. BImSchV)” (26. BImSchV,
2013).

The limits are based on the proven biological effect that
the absorption of electromagnetic power primarily has a
thermal effect on the human organism. The temperature in-
crease is directly related to the temporal mean of the signal
power, so that the reference limits are defined by root-mean-
square (RMS) values. Accordingly, for digitally modulated
signals with a noise-like fluctuating signal amplitude, time-
averaged values must be measured instead of peak values.
Moreover, the duty cycle must be accurately considered for
pulse-shaped signals. The correct measurement of RMS val-
ues under all possible transmission modes thus represents the
central challenge for evaluating the RF exposure.

The aim of this paper is to describe and verify experimen-
tal approaches to correctly determine the exposure to selected
radio services inside a car. An overview of modern wire-
less automotive technologies is given in Sect. 2. Section 3
describes the ITS-GS5 specific measurement and evaluation
method which has been developed (Schilling et al., 2020),
and measurements of the electric field strength generated
through WiFi, Bluetooth and ITS-GS in realistic automotive
environments. Section 4 concludes the investigation of the
exposure measurements.
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2 Wireless automotive technologies

A large variety of wireless transmission systems interacts
with the traffic environment of modern cars and thus influ-
ences the human RF exposure. Mobile radio (GSM, UMTS,
LTE, 5G) as well as Bluetooth and WiFi systems are espe-
cially used for communications, data transmission includ-
ing over-the-air updates of software, and infotainment. Fur-
thermore, receivers for various analogue and digital audio
and video broadcast systems (AM, FM, DAB, DVB-T) and
global navigation satellite systems (GNSS) are located in-
side the vehicle. Automotive radar systems, short range de-
vices (SRD), and radio frequency identification (RFID) ap-
plications transmit relevant information to driver assistance
systems, remote keyless entry or vehicle identification sys-
tems. In the future, the implementation of technologies such
as ITS-G5 or C-V2X will also increase in view of con-
nected and automated driving. An overview of the wireless
automotive technologies is shown in Fig. 1, and their fre-
quency ranges as well as their maximum permissible equiv-
alent isotropically radiated power (EIRP) from possible on-
board devices are summarised in Table 1. In case of mobile
radio uplinks, Table 1 contains the standard-specific transmit
power of user devices as this, and not the EIRP, is the stan-
dardised feature here. The values refer to European specifi-
cations and may slightly differ from other regional standards
(e.g. USA or Asia-Pacific countries). We can draw the fol-
lowing conclusions from this data collection:

The prospective electromagnetic environment of cars will
be significantly influenced by V2X, since the corresponding
user terminals are installed in the immediate vicinity of, or
directly inside, the car. Every road user should be connected,
so that on a long-term basis the technology is expected to be
installed in all vehicles. The V2X devices can also transmit
with a higher EIRP than other radio equipment such as LTE,
WiFi or Bluetooth installed directly in the vehicle (Schilling,
2019). In Europe, V2X systems are allowed to transmit with
a maximal EIRP of 2W whereas, for example, LTE user
equipment transmits at power levels remaining below 0.2 W.
Table 1 indicates a maximal transmit power of 2 W for mo-
bile radio uplinks, but only GSM devices exploit this limit.
The EIRP of Bluetooth and WiFi operating at 2.4 GHz is even
limited to 0.1 W. Automotive radar systems can transmit with
an EIRP of up to 316 W, but this value denotes the maximum
peak EIRP instead of a mean value. As automotive radar sys-
tems often transmit pulsed-shaped signals, the mean EIRP is
far less (about 0.2 W; BNetzA, 2020). It should therefore be
examined how the exposure of road users through the new
V2X technologies changes in comparison to the already es-
tablished communication systems in the car.
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Table 1. Overview of relevant wireless automotive technologies and their frequency range as well as maximum permissible mean EIRP

(Schilling, 2019; BNetzA, 2020).

Radio system

Frequency range in MHz  Mean EIRP

(not continuously occupied) in W

Short range devices (SRD) and radio 27-5815 0.01-2
frequency identification (RFID)

Analogue and digital audio and video 87.5-790  Receive-only
broadcast (AM, FM, DAB, DVB-T)

Mobile radio uplink (GSM, UMTS, LTE) 700-3800 0.2-2*
GNSS (GPS, Galileo, GLONASS, BeiDou) 1164-1591 Receive-only

Bluetooth 2400-2484.5 0.1
WiFi 2400-5725 0.025-1
V2X (ITS-G5, C-V2X) 5855-5925 2

Automotive radar

21650-81000 0.2

* Transmit Power.

3 In-car electromagnetic exposure
3.1 Development of measurement methods

The exposure through ITS-GS5, WiFi and Bluetooth should be
determined inside a car for a proper quantitative comparison.
Therefore, the frequency selective measurement instrumen-
tation SRM-3006 from Narda STS (Narda Safety Test So-
lutions, 2020) was used in connection with the correspond-
ing isotropic antenna (type 3502/01, frequency range 420-
6000 MHz), which represents an established setup for the ex-
posure evaluation of different radio technologies (Wuschek,
2019). The community of electromagnetic compatibility
(EMC) usually considers an expanded uncertainty (JCGM,
2008) which, for the case of the SRM-3006 in connection
with a 1.5m RF cable, is recommended as +1.9/—2.5dB
for uniaxial measurements in the frequency range 5-6 GHz
(Narda Safety Test Solutions, 2020). For exposure measure-
ments, this measurement uncertainty is typically extended to
43 dB, in order to account for uncertainties during taking
measurement samples.

An appropriate novel measurement and evaluation proce-
dure to correctly record and assess exposure to the ITS-G5
wireless standard was previously developed and described in
Schilling et al. (2020). In the time domain, the ITS-GS5 signal
structure has a pulsed rectangular shape with a significant
crest factor (CF) of up to 7dB on the pulse roofs, as illus-
trated in Figs. 2 and 3, respectively.

The CF is defined as the ratio of peak value Epeax to RMS
value ERrwms in linear units:

E
CF = —Pek (1)

Erms
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Figure 2. Time domain sections of the ITS-G5 signal at 5.9 GHz.
The period of the pulse sequence shown on the top is one second
and the rectangular pulse shown on the bottom is 345 ps long.

The challenge of measuring the ITS-G5 signal is that the
pulses should not coincide with the delay time of the mea-
surement device but are recorded completely. Delay times
occur due to 20ms long pauses, partly caused by switch-
ing between the three orthogonal measuring axes during an
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Figure 3. Detailed view of the ITS-GS5 pulse roof from Fig. 1. The
crest factor of ITS-GS5 (CF, ratio of peak value Epeay to RMS value
ERrms) can be up to 7dB.

isotropic measurement, and due to pauses in the digital signal
processing (Keller, 2009). The setting Level Recorder was
identified as the most suitable operating mode for the SRM-
3006 for ITS-GS5 pulses, as it can record a signal seamlessly
at a fixed centre frequency and resolution bandwidth. Delay
times caused by switching can be avoided by measuring the
electric field strength in the three orthogonal axes Ey, Ey, E;
individually and combining them to an isotropic value Ejg,
via quadratic summation subsequently:

Eio=,/E2+ E2 4 E? )

Furthermore, it is important to ensure that the signal level is
neither over- nor underestimated, depending on the CF and
the duty cycle of the signal. An RMS detector mode is not
available in the SRM-3006, but the signal can be smoothened
with a video filter whose averaging time should be of the or-
der of the magnitude of the pulse duration (Keller, 2011). The
recorded RMS field value of the pulse roof can then be ex-
trapolated to any duty cycle by a suitable correction factor.
To determine the ultimate exposure, the maximum possible
duty cycle is calculated based on the standard-specific limit
for pulse duration ty,x and the minimum period Ty, lead-
ing to the correction factor Kpyax (Schilling et al., 2020):

Kmax = 10-logyq (T“‘a"> 3)
Tinin

According to the predicted channel load in the ITS-GS5 con-
trol channel around 5.9 GHz, the message type ‘“‘coopera-
tive awareness message” (CAM) will use more than 90 %
of the channel capacity (C2C, 2014). The CAM is sent pe-
riodically by each road user, to provide information about
their location. Its standard minimum period T, is 100 ms.
The maximum pulse duration Ty,x of 4160 us can be de-
rived from the physical layer specifications of the standard,
resulting in a correction factor for the worst-case duty cy-
cle Kmax = —13.8 dB. Other ITS-G5 message types such as
“decentralized environmental notification message” or “sig-
nal phase and timing” will not influence the personal expo-
sure as strongly as CAMs, because they will contribute to a
small amount of the transmission load only. Therefore, the
message type CAM was in the focus of our investigations of
the exposure through ITS-GS5.
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The WiFi and Bluetooth signals were recorded with the
same principle as ITS-G5, where the correction factors to
extrapolate the duty cycle to maximum load were adjusted
according to the corresponding standards. It is possible to
record the beacon pulses from a WiFi access point with
a maximum possible duty cycle for the whole data signal
of 90 % (Schmid et al., 2005). For an extrapolation of the
measured field strength from one beacon pulse to duty cy-
cle Tmax/Tmin = 90 %, the correction factor Kpax amounts to
—0.5dB. Bluetooth also has a pulsed signal structure in the
time domain whose maximum duty cycle is considered in the
processing of the measured values by the correction factor
Kmax = —1.1dB (max. load: thax & 2.9 ms; Tiin = 3.75 ms)
(Hofmann et al., 2018).

3.2 Measurement setups

Several user equipment devices were employed for the mea-
surements to assess the exposure at typical locations in pas-
senger cars. The electric field strengths generated by an
originally integrated WiFi and Bluetooth system, an exter-
nal Bluetooth hands-free system, and two ITS-G5 variants
were measured in different cars which are summarized in Ta-
ble 2. For the ITS-G5 measurements inside the car, the on-
board-unit (OBU) MKS5 from Cohda Wireless (Cohda Wire-
less, 2020) was operated using the magnet-mounted antenna
MGW-303 (Mobile Mark, 2020) on the car roof, and, alter-
natively, a di-patch antenna developed in house (Singh et al.,
2017, 2019) mounted on the upper corner of the windscreen
in front of the driver’s seat, each fed with an EIRP of 2 W.
These exemplary antenna placements were chosen as they
reflect potential realistic installation locations for upcoming
automotive V2X-terminals.

The OBU was configured to send CAMs as part of a road
traffic simulation, because this message type will probably
dominate the ITS-G5 channel load and, consequently, the
personal exposure regarding V2X-communications. In order
to systematically compare the results, measurement positions
were predefined at several locations inside the cars as illus-
trated in the upper right part of Fig. 4. An additional measure-
ment was made in direct physical contact with the respective
transmitting antenna and the isotropic probe, where the di-
ameter of the probe was 12 cm.

3.3 Results and discussion

Figure 4 summarises the evaluation results from the measure-
ments with the selected radio systems at the nine different
measurement positions. The data were scaled to the fraction
of the ICNIRP reference level of 61 V m™! for each measure-
ment point. Table 3 contains the highest measured values for
each device derived from the in-car measurements. The mea-
surement uncertainty was determined to be £3 dB but was
not added to the presented results.
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Table 2. Overview of measurement classification.

237

Radio device

Frequency
in GHz

Type of car

Bluetooth (originally integrated)
Bluetooth (external hands-free system)
WiFi (originally integrated)

ITS-GS5 (OBU MKS, antenna on roof/windscreen)

2.4 Audi A3 Sportback 8VA

24  Opel Corsa D 1.2, 3-door

2.4 Audi Q5 40 TDI Quattro S tronic
5.9  Opel Corsa D 1.2, 3-door

Assessment of the in-car electromagnetic exposure

u Bluetooth external = Bluetooth integrated

= WiFi integrated

® |TS-G5 roof ITS-G5 windscreen

Sketch of the measurement positions inside the car:

=) N S

Relation to the ICNIRP reference level (%)
@

in front of

Antenna right middle left

. II Ll I-I_ I | HIL Ill_ I bl I

1: Dashboard 2: Dashboard 3: Dashboard 4: Driver seat 5: Driver seat 6: Driver seat 7: Rear seat 8: Rear seat

head trunk footwell head trunk

Figure 4. Assessment of the electromagnetic exposure to different radio-based devices at nine measurement positions inside cars evaluated

in terms of the ICNIRP reference level.

Table 3. Maximum percentage of the ICNIRP reference level for each device evaluated during the in-car measurements.

Wireless device

% of ICNIRP

Measurement position

reference level

ITS-GS5 (antenna on windscreen)
ITS-G5 (antenna on roof)

Bluetooth (external hands-free system)
WiFi (originally integrated)

Bluetooth (originally integrated)

15.1% In front of antenna inside the car
8.0% In front of antenna outside the car
3.7% In front of antenna
2.2% In front of antenna
1.2%  No. 6: Driver seat footwell

It was found that the mounting position of the transmit-
ting antennas has a strong influence on the prevailing field
strengths. The ITS-G5 variant which contains the antenna on
the inner side of the windscreen, causes significantly higher
exposure values (factor 3 on average) than the other devices.
ITS-GS transmits at a higher power than Bluetooth and WiFi
as outlined in Table 1. The field strength of the car roof an-
tenna is strongly attenuated by the car body and windows.
The field strengths of the Bluetooth and WiFi signals were in

https://doi.org/10.5194/ars-19-233-2022

a comparable range, with the external Bluetooth hands-free
system tending to generate higher emissions (factor 1.9 on
average) than the internally installed infotainment systems.
The transmitting antenna of the external hands-free kit was
located directly in the passenger cabin and covered just by a
thin plastic radome. The location of the originally integrated
WiFi and Bluetooth systems inside the test cars was identi-
fied to be in front of the centre control elements for radio and

Adyv. Radio Sci., 19, 233-239, 2022



238 L.-M. Schilling et al.: Human RF Electromagnetic Exposure to V2X-Communication

air conditioning, as the maximum electric field strength was
found there.

In summary, the maximum fraction of the ICNIRP refer-
ence level of 15.1 % was determined inside a car with the
ITS-G5 antenna mounted on the windscreen. We conclude
that the total exposure to wireless on-board automotive de-
vices will be dominated by ITS-GS5, if the transmitting an-
tenna is located inside the passenger cabin. In order to min-
imise exposure of passengers, transmitting antennas should
not be installed directly in the car interior.

As only nine locations inside the car were used as mea-
surement positions, the possible maximum of the electric
field strength in the entire interior cabin might have been
missed. Although the highest field strengths mostly occurred
in the immediate vicinity of the transmitting antennas, reso-
nant field enhancements could hypothetically arise in differ-
ent car interiors, at different positions for different wireless
technologies. Since these phenomena depend on their pecu-
liar geometric and electrical environments, the quantitative
results always reflect, and are limited to, the measurement
scenario under consideration. During the measurement cam-
paigns, however, no limit values were found to be exceeded
with respect to the ICNIRP reference levels for the general
public. Further studies to assess the possibility and potential
strengths of resonances are in progress.

4 Conclusions

With the introduction of wireless automotive technologies,
there is an urgent need for scientific research to evaluate the
corresponding human RF exposure in the vicinity of con-
nected vehicles. Therefore, appropriate measurement and as-
sessment methods should be developed and scientific studies
should be conducted to fill this current gap in exposure re-
search to electromagnetic fields. Thus, in the presented study,
the exposure to RF radio systems inside cars was recorded
and evaluated according to the ICNIRP reference values.
A newly developed wireless standard-specific measurement
and evaluation method for ITS-GS5 to record exposures of the
V2X-communication technology was discussed in addition
to WiFi and Bluetooth. With the aid of a correction factor for
taking into account standard-specific duty cycles, the RMS
electric field strengths of the various radio systems inside the
car can be determined and correctly evaluated in relation to
the reference levels.

In comparison of all wireless standards studied, ITS-
G5 generated the highest electric field strength. As V2X-
communications will increasingly penetrate road traffic, the
resulting exposure contributions should be carefully moni-
tored, in order not to exceed the corresponding exposure lim-
its. In addition to the exposure of passengers inside a car, the
question of the exposure of exterior pedestrians in the traf-
fic environment also presents an important research topic,
to be investigated next. Thus, not only are radio systems in-
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stalled inside vehicles, but also more and more road side units
for V2X-communication or small cells for mobile radio cov-
erage are installed in the immediate vicinity of the general
public. Therefore, the verification of exposure levels with re-
liable and practicable measurement methods, as presented in
this paper, will be indispensable in the future.

Data availability. The data were generated as part of the master
thesis “Erfassung der elektromagnetischen Umwelt beim KFZ im
Hinblick auf automatisiertes und vernetztes Fahren” from Lisa-
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available upon request.
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