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Susceptibility and hardening of electronic systems to fast transient
threats: new challenges ahead

F. Sabath
Wehrwissenschaftliches Instituirf Schutztechnologien — ABC-Schutz, Munster, Germany

Abstract. The field of susceptibility and hardening of elec- including collision avoidance radar, concealed object detec-
tronic systems to transient threats has experienced a signiftion, and communications. UWB systems are also being used
cant growth during the past ten years. Driven by the develfor mine clearing, oil pipeline inspections, archeology, and
opment in the area of non-lethal electromagnetic weapons igeology as well as electronic effects testing. With the advent
has become necessary to extend the classical set of transieot UWB sources capable of producing output powers in the
threats, consisting of LEMP, ESD and NEMP, by a fast tran-GW range, there has been interest in using UWB devices in
sient threat with an extreme bandwidth. The investigation ofmilitary defense applications to disrupt or destroy offensive
the susceptibility to those UWB threats, characterized by aelectronic systems. In numerous publications it has been re-
bandwidth of more than a quarter of the center frequency, risgorted that terrorists have the possibility to interrupt and/or
times of less than 200 ps and pulse durations in the ns regime&lamage sensitive electronics by generating Intentional Elec-
is of special interest. This paper presents an overview of curiromagnetic Interferences (IEMI) (Wik et al., 1999; Radasky,
rent challenges of the hardening against UWB threats. It dis2001; lanoz and Wimpf, 1999). The investigation of the sus-
cusses recent research trends in transient susceptibility meaeptibility of electronic systems as well as their protection
surements, protection concepts and methods of analysis. and hardening against UWB threats is of great interest as a
consequence.

This paper gives an overview of recent challenges in the
area of susceptibility and hardening of electronics against the
new fast transient (UWB) threat. The organization of this

Electronic components and subsystems (e.g. microprocessgf”lper.IS as follows: A brief overview O.f tran5|ent. th.reats IS
given in Sect. 2. Aspects of time domain susceptibility tests,

boards) are essential parts of modern civil and military sys-> - :
. . L ' like the definition of an appropriate test set-up, measurement
tems like airplanes, communication, traffic management or, : o : . .
. . techniques, the description of transient coupling mechanism
safety systems. Since electronic components began to con- ) . )
o ; and the assessment of effects, will be discussed in Sect. 3.
trol the safety critical functions, the concern grew over the

vulnerability of electronic systems. Therefore the suscepti—tseen:gzn ;nfgtctzzer?eevnut\?\/eB?ﬁ;ggtnsmgir?QI(Ij psrzgcgocﬂs?:tj:z:-s
bility of critical systems is of vital interest because a setup or 9 ' Y: )

. : . . common problems, limitations and developments of numeri-
failure in these systems could cause major accidents or eco-
o . . . . _cal methods.

nomic disasters. The increase of non-metallic materials like
carbon-fiber composite as well as the decrease of the signal
levels result in a decreased susceptibility level of electronico  Ccharacterization of transient threats
systems.

Wideband and ultra-wideband (UWB) technologies haveThe classical set of transient threats in the EMC area con-
achieved notable progress in recent years, aided immeasutains:
ably by improvements in solid-state manufacturing, com-— lightning electromagnetic pulse (LEMP)
puters, and digitizers. As a result, wideband systems that nuclear electromagnetic pulse (NEMP)
were difficult or impossible to build ten years ago are now — electrostatic discharge (ESD) and
being used for an increasingly wide variety of applications— burst.

1 Introduction
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Et Table 1. Parameter of transient threats.
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Fig. 1. Spectrum of transient threats.
3 Time domain susceptibility tests

3.1 Testsetup

Investigations of the effects of fast transient electromagnetic
fields on modern electronic systems generally use a measure-
ment setup consisting of a high power pulse source, a pulse
forming network and a field generating device. Field pulses
with a 10-90% rise time in the 100 ps regime and a 50%
pulse width of less than 10 ns can be generated by

— TEM-waveguides (open strip line, GTEM-Cell,...)

— impulse radiating antennas (IRAS)

— Small conical antennas.

Fig. 2. Principle of the measurement setup. On the one hand the TEM-waveguides are characterized
by a non-dispersive transfer function and a field homogene-
ity of high quality. On the other hand the behavior of higher
order modes limits the useable size of the test volume. In
contrast to the TEM-waveguides the antennas are able to illu-
minate whole systems, but they are characterized by a deriva-

A characterization of these threats, test and measuremefive transfer function. In general time domain susceptibility
procedures as well as guidelines for the protection have beefeasurements are similar to the common measurement pro-
published in national and international standards and numercedures in frequency domain. Both procedures start with a
ous scientific articles. The classical threats are characterizeg@libration of the incident test field in absence of the device
by a double exponential pulse shape with the parameters amiinder test (DUT). Following this the DUT is located in the
plitude, rise time £.) and the pulse duration (full width half center of the usable test volume and illuminated by the test
max time, Trwx ). For comparison Table 1 shows in an field. The amplitude of the test field is increased gradually
exemplary way the parameters for typical pulse forms of dif- until malfunctions or destructions can be observed. Due to
ferent transient threats. The process of a standardized cha#ncertainties of the pulse sources the amplitude of the test
acterization is still in progress for UWB pulses (Wik and field should be monitored by a reference probe during the
Radasky, 2002; Wik et al., 1999; Radasky, 2001). Based onvhole test.
results of various experiments and susceptibility investiga- As the amplitude range of the output voltage of the avail-
tions an appropriate description is given by a signal with aable high power pulse sources is restricted or the amplitude
double exponential shape, a rise time of less than 200 ps, ®ariation causes a change of the pulse shape, the field ampli-
pulse width of several ns (2-10 ns) and an amplitude up tdude can only be scaled by the use of attenuator or changes
100 kV/m. The established transient EMC environments areof the distance between the antenna and the DUT. In the
compared qualitatively with the emerging UWB waveform case attenuators are used, they must be able to diminish non-
in Fig. 1. Due to the fast rise time as well as the short pulsedispersievly voltage pulses with a pulse amplitude of several
duration the main spectrum starts at 100 MHz, a frequency a 00 kV and a bandwidth up to 10 GHz. In the standard mea-
which the spectrum of classical transient threats like LEPMsurement procedure the amplitude of the test field pulse is
and NEMP are of vanishing value. This means that the up~varied by changing the distance between the antenna and the
coming UWB waveform will threaten electronic systems in DUT (Fig. 2).

a part of the electromagnetic spectrum in which established For impulse radiating antennas as well as antenna array
transient threats could be ignored. Therefore it is necessarwith an aperture diameter of less than 2 m far field condi-

to investigate the behavior of classical hardening conceptsions are assumed for distances larger than 8 m with regard
and protection measures to UWB threats. to cw measurement procedures. This assumption neglects the
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Fig. 3. Field pulse at various distances (solid: measured; dashed:
computed).
Table 2. Parameter of signals.
influence of transient near field effects on the shape and the Location =, Sfiow Jhigh B

spectrum of the field pulse. | have shown (Sabath and Garbe,
2002) that the dimension of antenna systems and the wave
propagation lead to a special kind of dispersion. As an exam-
ple Fig. 3 shows UWB field signals at various distances from
the IRA. In Sabath and Garbe (2002) | have explained that
this dispersion has the potential to effect susceptibility tests

seriously. For susceptibility investigations it is necessary to . . S .
assess this distortion of the radiated signal with regard to thé/vaveform (Fig. 4), particularly the short rise time, and with-

spectrum of the feeding signal and the spectral susceptibilitftand the high voitage amplitude. For the monitoring of the

Source 100ps 0,00GHz 0,30GHz 0.30GHz
Field 65ps 0,10GHz 4,95GHz 4,85GHz
Sensor 54ps 1.28GHz 7.66GHz 6,38 GHz

behavior of the DUT. vyaveform one could use two kinds of cla§3|cal probes_. The
first kind of probes are able to measure high voltage signals
3.2 Measurement techniques but only a rise time in the ns regime. The sensors of the sec-

ond kind are designed for short rise times but they are not

An other challenge is given by the measurement of uwa able to withstand the high voltage. In Weber and_te_r Hase-
waveforms, particularly in case of UWB fields radiated from POrg (2004) Weber presented a novel set-up consisting of an
an IRA. The extreme bandwidth of the UWB waveform re- Ol filled coaxial line combined with a conical field sensor.
quires a measurement chain with a linear transfer functior’Sing this voltage probe, called picoTEM cell, he was able
over a bandwidth from the 300 MHz up to 10 GHz. Fol- to monitor UWB signals with an amplitude up to 12,5 kV.
lowing the challenges are explained by taking a closer look The derivative behavior of the IRA results in a shift of the
on a measurement chain consisting of an impulse solirce SPectrum to higher frequencies as well as to a wider band-
connected to an IRA and a field sen€or width (Fig. 5). The comparison of the characteristic frequen-

For the connection between the impulse source and the arfies (Table 2) clarifies that the field has a bandwidth that is

tenna (IRA) cable are available that are able to transmit the?ne dimension larger than that of the feeding voltage pulse.
In the example shown the IRA will radiate a field pulse with

le.g. PBG 3U =12,5kV,7, =100 ps,Trw am = 2,5 NS a bandwidth of 4,85 GHz. The next challenge in the area of
2e.9. AD-10:Aoq = 107%m?, f3;p > 10 GHz measuring UWB signals is to measure the rise time as well as
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Fig. 5. Signal (above) and spectrum (below) of the electric field Fig. 6. Signal (above) and spectrum (below) of the output voltage
strength generated by an IRA. of a D-dot sensor (AD-10).

the energy of this field signal correctly. Due to the resonanttechniques are expected to provide major contributions for
behavior of large field sensors (like dipoles) the field strengththe solution of this technical problem.

will be measured using electrical small conical sensors or

small TEM based sensors. Due to the constant transmissio8.3 Modelling and assessment

TEM based sensors are able to measure the energy correctly

without any mathematical post processing. The lower bandBeside the testing and measuring the assessment of effects
width limits the application of the TEM based sensors. In and the modelling of the transient coupling are importand el-
contrast to this, the conical sensors are characterized by aments of a systematic hardening procedure. The assesment
larger bandwidth. But the derivative behavior in combination includes the two aspects: functional assessment and identi-
to a signal noise leads to an information loss concerning thdication of critical parameters. With the functional assess-
energy. In the example the output voltage of the used AD-ment the impact of an observed malfunction or destruction
10 sensor (Fig. 6) is characterized by a bandwidth of 6,38s analyzed from the operational point of view. Typical re-
GHz. This bandwidth is larger than that of any commercially sults aresafety critical interferenceunctional critical inter-
available fiber optic link system or cable system. The ac-ference limiting interferenceor uncritical interference The

tual parameters of field signal could only be computed by amore challenging part of the assesment is the identification
mathematical correction of the non-perfect transmission ofof critical parameters. This means answering the question:
the connection used. A widely used method is the applicaWhich parameter of the incident waveform caused the ob-
tion of Fourier transformation, correction in the frequency served effect? Contrary to narrow-band sighalgransient
domain and computation of the corrected time function viawaveform is characterized by a set of the seven parameters:
inverse Fourier transformation. In case of UWB signals the— amplitude

correct calculation of the short rise time requires frequen— rise timer,

cies in the 10 GHz regime. The reconstruction of the energy- pulse widthTryw g m

content needs frequencies in the MHz regime. Particularly- pulse repetition rate

the needed length of the measurement window in combina— energy

tion with the extreme short pulse challenges the measurement distribution of the spectral energy density.

method. The impact of noise, reflections caused by the en-
vironment and post pulse radiation of the antenna increase 3which are characterized by only three indipendent pararameter
the problem. Wavelet transformation and forward modelingamplitude, frequency and quality (Q)
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It has to be noticed that these parameters are not indepen
dent. Particularly for most of the malfunctions and the degra- 11 /¥ ;4]
dation of service are various candidates are under discussior 1
Current status of investigation and new results on this topic Gm}'_ —REF
are presented in Camp and Garbe (2003); Esser and Smailu 500 ——— 514K250
(2003). i5e]
In order to modell the coupling of an incident field ] \1-4
into electronic systems the identification of coupling path 300+
and their description via tranfer facfoor transfer function 200 L\"”L‘_,I
(Fig. 7) is a commonly used methodology. In case of small 1 b A
Lo . ; ! 1004 e Ny
simplifyed or generic systems characterized by linear behav- ] wJ \{ e P,
ior and a limited number of possible copling paths the trans- 0] ol
fer function could be determined by measurements or nu- ] R
merical analysis. The extreme bandwith of UWB waveforms 20607 00 20107 40107 6.0x10% 8.0x107 105107
limits the application of this method. If the complexity of real tis

systems and the non-linear behavior of systems of interest are

taken into account, the application of exact determined transFig. 8. Transient response of a gas discharge tubes (above) and a
fer functions are limited on specific locations (e.g. connec-varistor (below, Epcos S14K250).

tors) and academic environment conditions. Currently norm

based and statistical models are discussed as key elements g, ants which are applicable for power line protection like

the prediction of the system response of an UWB interactiongpa i gaps, discharge tubes and varistors are able to reduce
(Nitsch et al., 2003). the energy content of an interfering signal. As the respond
time of these protection elements is long compared to the
rise time of UWB pulses there is no significant amplitude re-
duction and only a pulse shortening (Fig. 8). In some exper-
In this section | intend to give a short overview about chal- iments this behavior results in a dangerous sharpening of the

lenges in the area of hardening and protection against uwaenterfering sigpal. It i; remquable tha.t the response of varis-
threats. A detailed presentation of the recent state of knowl-t;:rS to UWB 5|gnals(,j|? d(()jn;ma'geg by_"?‘_ear effects caused by
edge could be found in Krzikalla and ter Haseborg (2003);t e capacitance an_ ee |r_le in uct|v_|t|es. )
Weber and ter Haseborg (2002b): Krzikalla et al. (2003); We- In contrast to this behavior protection elements for high
ber et al. (2004). speed data lines (e.g. Z-diodes, suppression diods) are char-
In order to protect electronic systems against unwanted®cterized by short response time, but they can stand high
and intentional electromagnetic interferences with high en-voltage pulses only for a limited time. Weber has investi-
ergy and amplitudes non-linear protection elements like9ated the time response of various HF diodes to UWB threats

spark gaps, gas discharge tubes, varistors or Z-diodes afrzikalla and ter Haseborg, 2003; Weber et al., 2004). As a
used commonly. Most of these protection elements are defesult he observed a significant reduction of the transmitted
signed for the classical transient threats (LEMP, NEMP, ESDPUISe energy. . N _
and burst). The combination of significant amplitudes witn ~Due to their high energy handling capability bandpasfil-

lenge for all kinds of protection measures. Protection el-Of electronic systems. Investigation of a combination of spe-
cial linear filters and nonlinear elements could result in an

4in case of narrow band waveforms optimized protection concept.

4 Hardening and protection
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5 Numerical computation Krzikalla, R. and ter Haseborg, J.-L.: HPM protection on HF trans-
mission lines, Advances in Radio Science, Copernicus GmbH, 2,
The last aspect of an overall susceptibility concept for elec- 2003.
tronic systems is the numerical computation of electromag-Krzikalla, R., Weber, T., and ter Haseborg, J.-L.: Interdigital
netic coupling, interfering signals and the response of the microstrip filters as protection devices against ultrawideband
threatened system. The analysis of the electromagnetic be- pulses, in Proceedings of the International IEEE Symposium on
havior can be performed exactly by solving Maxwell’s equa-  EMC. Istanbul (Turkey), 2003. . ,
tions in time or frequency domain. In particular, for open NitSCh. D, Sabath, F., Schmidt, H.-U., and Braun, C.: Comparison
. - of the High-Power Microwave and Ultra Wide Band Susceptibil-
area problems and linear systems these equations are trans-. . ; :
. . . . . ity of modern Microprocessor Boards, in Proceedings of the 15th
formed into integral equations, which reduce the solu'qon t0 | ternational Zirich Symposium on EMC, vol. 15,i#ich (CH),
a boundary problem. The frequency dependent coupling be- 5gg3.
havior of systems under consideration are taken into accoungrather, W. D., Baum, C. E., Torres, R. J., Sabath, F., and Nitsch, D.:
by these frequency domain methods (e.g. Method of Mo-  Survey of Worldwide Wideband Capabilities, IEEE Transaction
ment, MoM). The extreme bandwidth of UWB threats re- on EMC, in print, 2004.
sults in long computation times for frequency domain (FD) Radasky, W. E. A.: Intentional Electromagnetic Interference (EMI)
methods. A disadvantage of FD methods is that they are not — Test data and implications, in Proceedings of the 14th Interna-
able to handle non-linearitys. In contrast to FD methods time  tional Zurich Symposium on EMC, i#ich (CH), 14, 2001.
domain (TD) methods are designed to consider non-lineaPaPath. F. and Garbe, H.: Impact of near field dispersion on time
behavior. In particular the short pulse duration in combi- domain susceptibility tests, Advances in Radio Science, Coper-

. . . nicus GmbH, 1, 2002.
nation with a medium response cycle of the system lead 1% path. F. Bekstbm. M. Nordstém. B.. Serafin. D.. Kaiser. A

short 9ompUtat'on time. The frequency dependent coupling Kerr, B., and Nitsch, D.: Overview of High Power Microwave
behavior and a long respond cycle of the system under con- Narrow Band Test Facilities, in Procceedings of the ICEAA 03,
sideration describes the worst case for TD methods. Turino, Italy, 2003.

Methods like the PEEC that could be used in both timeweber, T. and ter Haseborg, J.-L.: High-Voltage short-pulse mea-
and frequency domain are expected to provide major contri- surements, in Proceedings of the AMEREM 2002, Annapolis
butions for numerical analysis of UWB interaction. In Wol-  (MA), 2002a.
lenberg and Kochtetov (2003) Wollenberg shows that a full Weber, T. and ter Haseborg, J.-L.: Hardening of electronics against
wave PEEC solver which is integrated in SPICE is success- transmission line coupled UWB-Signals, in Proceedings of the

fully applicable to problems of UWB intermodulation mod-  XXVIIth URSI General Assembly, Maastricht (NL), 27, 2002b.
eling. Weber, T. and ter Haseborg, J.-L.: Measurement techniques for con-

ducted HPEM signals, IEEE Transaction on EMC, paper in Print,
2004.

Weber, T., Krzikalla, R., and ter Haseborg, J.-L.: Linear and nonlin-
ear filters suppressing UWB pulses, IEEE Transaction on EMC,
in print, 2004.
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