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Abstract. The use of sensors has grown dramatically in re-
cent years and many devices rely on the information they
provide. The lack of proper security mechanisms available to
control the use of sensors and the high degree of integration
make them more vulnerable to Intentional Electromagnetic
Interference (IEMI). The aim of this paper was to investi-
gate the impact of IEMI on separate sensors with privileged
access to the hardware and software to pursue a deep analy-
sis of the effects of IEMI attacks using pulse modulated sig-
nals. Measurements were carried out in a shielded hall using
an open TEM (Transverse Electromagnetic) waveguide in
the 100 MHz-7.5 GHz frequency range. A variety of effects
were observed and significant differences were found with
pulse modulated signals compared to continuous wave sig-
nals. These results indicate weak points in the sensors hard-
ware leading to possible hardening measures.

1 Introduction

Due to increasing digitalization, sensors are used in many
areas of life. In particular, decreasing costs as well as minia-
turization in the course of technical progress result in more
and more new fields of application. Whereas in earlier times
sensors were primarily found in industrial plants for pro-
cess control and monitoring, vehicles, cell phones and, more
generally, the cities of the future, the smart cities, are now
equipped with a large number of sensors. The growing popu-
larity and utility of these devices in various application areas
has allowed the device industry to grow at a rapid pace. Ac-
cording to a report by Fortune Business Insights (2021), the
global Internet of Things (IoT) market is projected to grow

from USD 381.30 billion in 2021 to USD 1 854.76 billion in
2028 at a Compound Annual Growth Rate (CAGR) of 25.4 %
in forecast period.

These embedded systems rely heavily on the integrity of
their input and output signals to ensure proper operation. Sig-
nals from sensors, whether analogue or digital, are blindly
trusted by embedded systems to estimate the environment the
system is monitoring and responding to. Most embedded sys-
tems secure the sensor readings after they are taken, which,
without dedicated counter measures, makes them vulnerable
to attacks that target the sensor directly (Fu et al., 2018).

The use of sensors in IoT devices inevitably increases the
functionality of the devices. However, sensors can also be
used to launch attacks on devices or applications. For exam-
ple, there have been several recent attempts to exploit the
security of IoT devices via their sensors (Son et al., 2015;
Nahapetian, 2016; Sikder et al., 2017; Trippel et al., 2017).
Attackers can use the sensors to transfer malicious code or
a trigger message to activate malware embedded in the de-
vice (Hasan et al., 2013; Subramanian et al., 2013), capture
sensitive personal information shared between devices (e.g.,
smartphone, smartwatch, etc., Zhuang et al., 2009; Schlegel
et al., 2011; Maiti et al., 2015), or even extract encrypted
information by capturing encryption and decryption keys
(Del Pozo et al., 2015).

Another type of attack is the use of Intentional Electro-
magnetic Interference (IEMI; Radasky et al., 2004): to in-
duce noise or inject false data into electronic devices. The
impact of IEMI on common electronic systems (Nitsch et
al., 2004; Béackstrom et al., 2004), IT equipment (Hoad et
al., 2004), or commercial buildings (Parfenov et al., 2004)
has been shown in numerous papers and various recent stud-
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ies have begun to examine this impact on sensor systems
in particular. Some IEMI attacks are using direct signals in-
jected on the sensor circuits in order to interfere with the ana-
log signals leading to false sensor’s outputs (Richelli, 2016;
Ware, 2017; Zhang et al., 2020). Other attacks are executed
remotely from a few meters with the same objectives us-
ing an antenna knowing the most effective frequencies, this
has been demonstrated for example on an electrocardiogram
(Kune et al., 2013) or a temperature sensor (Tu et al., 2019).
Two recent papers (Giechaskiel and Rasmussen, 2020; Yan
et al., 2020) summarized the different attacks and threats
on analog sensors using direct power and remote signal in-
jection. The previous described attacks are using low power
in comparison to High-Power Electromagnetics (HPEM) at-
tacks, also employed either to destroy hardware components
or to induce false readings in sensor systems, for example on
UAV sensor system (Esteves et al., 2018; Lubkowski et al.,
2020). These sensor-based threats can pose a significant risk
to IoT systems and applications compared to conventional
attacks.

To protect autonomous and embedded systems, an impor-
tant requirement is to ensure information security, the prac-
tice of preventing unauthorized access, disruption, modifi-
cation, or destruction of information. Information Security
(InfoSec) programs are built around three objectives: avail-
ability, integrity and confidentiality. The first objective of In-
foSec is availability: meaning that authorised individuals are
able to access their data whenever they want. Some attacks
could lead to system crash, restart or communication errors
making the system unavailable for the user and sensors can
be used as an entry point. The second objective of InfoSec
is integrity: it involves maintaining the accuracy, consistency
and trustworthiness of data. The goal is to trick a sensor into
providing seemingly legitimate but erroneous measurements,
the system will trust the sensor as it seems legitimate and this
could lead to disastrous consequences. Last objective is con-
fidentiality and it is about implementing measures that are
designed to stop unauthorised individuals accessing sensitive
data, whilst ensuring authorised individuals can still access it.

Embedded systems are integrating more and more compo-
nents and sensors. This complexification is making it harder
to understand and explain the effects of attacks such as
HPEM, as all components are in close proximity of each
other and interlinked, increasing the number of entry points
and making difficult to assess the components individually.
Moreover, the access of observable data is also a challenge,
usually protected and encrypted by manufacturers preventing
a real-time analysis.

The aim of this study is to investigate the susceptibility
of stand-alone sensors. Different HPEM signals are used: re-
sults with Continuous Wave (CW) signals are presented in
(Cesbron Lavau et al., 2021) and this paper investigates the
use of Pulse Modulated (PM) signals (varying the pulse pe-
riod and/or width). The choice of these sensors is made on
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Figure 1. DUT Setup and Orientations.
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the privileged access to the hardware and software to pursue
a deep analysis of the effects of HPEM attacks.

This paper is organized as follows: in Sect. 2, the sensors
used are described and the methodology from the test envi-
ronment to the monitoring system is explained. First results
are provided and discussed in Sect. 3. Conclusions are finally
provided in Sect. 4.

2 Measurement Methodology
2.1 Test Setup

Three different commercial-off-the-shelf sensors were
tested: a magnetometer, a barometric pressure sensor and
a current sensor. These sensors are integrated and used in
different embedded systems such as UAVs, smartphones or
smartwatches. The magnetometer sensor performs measure-
ments of the magnetic field in three orthogonal directions (X,
Y, Z). The barometric pressure sensor is based on a capacitive
sensing principle, capable of measuring both pressure and
temperature. Finally, the current sensor is a coreless magnetic
sensor measuring the magnetic field induced by the current
flowing between two probes. The main interest in this sensor
stems from its highly linear output signal. The sensors were
built on separated boards with the capacitors and pull-up re-
sistors and then connected to the same microprocessor using
pin headers. The microprocessor was protected against RF
irradiation in an enclosed aluminium box while the differ-
ent PCBs (Printed Circuit Board) were exposed. The sensors
were chosen due to the ease of access to their raw measure-
ment data and communication interfaces. Figure 1 is showing
the aluminium box (in grey) with the pin headers (in black)
as well as the PCBs (in red). The two communication in-
terfaces used were an Inter-Integrated Circuit (I2C) for the
magnetometer and barometer sensors and a Serial Peripheral
Interface (SPI) for the current sensor. The communication
with the microcontroller and the monitoring system outside
the shielded hall is done using fibre optic cables (in orange
on Fig. 1).

The measurements of the sensor’s vulnerability to IEMI
were carried out in a shielded hall using an open TEM
(Transverse Electromagnetic) waveguide. The TEM waveg-
uide only illuminates with one electromagnetic field polar-
ization, so to investigate others, the DUT (Device Under
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Test) has to be rotated. Three different DUT orientations have
been investigated:

After identifying the vulnerable frequency ranges using
CW signals with the same test methodology described in
(Cesbron Lavau et al., 2021), the target was illuminated with
pulse signals. After a calibration of the desired field strength
measured with an E-field probe, the measurements were car-
ried out by frequency scanning with a step of 10 MHz. In
order to observe the behaviour of the sensors under IEMI ex-
posure and compare it with normal conditions, the illumina-
tion was stopped for around five seconds between frequency
steps as described in Fig. 2. Different pulse parameters were
compared and the results are presented in the Sect. 3.

2.2 Diagnostics

During the IEMI tests, four types of errors were observed
using the same monitoring software as described in Ces-
bron Lavau et al. (2021):

1. Loss of data under exposure: it occurs when some
frames are lost: one sensor stops sending data during
the duration of the exposure. The microcontroller and
the other sensors are still sending correct data.

2. Loss of data link requiring restart: more critical as no
more data is received by the microcontroller from the
sensors, the sensors have to be restarted in order to setup
again the connection with the microcontroller.

3. Raw sensor value out of tolerance: the raw sensor values
are measured in real time and compared to the values
when no exposure, the third error is triggered in case of
values out of tolerance. This tolerance depends on the
sensors and their data resolutions.

4. Sensor status error: the sensors can also send some sta-
tus error codes instead of raw data such as failed initial-
isation, bus, frame or unknown errors, the fourth error
occurs when it happens and can occur simultaneously
with other errors.

Between measurements, no significant deviations were no-
ticed; all the observable effects induced by IEMI were repeat-
able for the same RF parameters.

3 Measurement and Results
3.1 Pulse Measurements

The susceptibility figures in this paper are structured as fol-
lows: the frequency is plotted on the abscissa, the elctrical
field strength is plotted on the ordinate. The markers repre-
sent the individual failures observed at a given test frequency
with the description and affiliation given in Table 1.

Results are presented for different pulse parameters in the
range 0.1 to 7.5 GHz. These failures in the next graphs are
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for all the three sensors and for the three tested DUT orien-
tations.

Regardless of the DUT orientation, typical errors are ob-
served such as erroneous sensor data, data communication
being disrupted, as well as a complete freeze of all processes
causing a forced restart of the system for the three differ-
ent orientations and different pulse paramaters as shown in
Figs. 3-5. Five different frequency ranges can be identified
on these plots. In the frequency range 300-500 MHz, mostly
communication erros (status and data/link lost) are observed
and they are concerning exclusively the magnetometer sen-
sor with status errors indicating a frame or bus errors. In the
frequency range around 1 GHz, loss of data, values and status
erros are observed, concerning mostly the barometer sensor.
Between 2.5 and 3.2 GHz, changes in indicated temperature
and pressure values are recorded with the barometer error,
while status errors are uncommon and are due to the current
sensor. Most of the erroneous values in the 5.5-6.2 GHz and
around 7.5 GHz comes from the barometer sensor and pre-
sented more in details in Sect. 3.2.2, the rest of these errors
are from the current sensor and are discussed in Sect. 3.2.3.

Based on these three plots, the type of pulses has no sig-
nificant influence on the type of errors: the frequency or the
field strength are the two most important parameters. More
details regarding the influence of pulse parameters will be
presented in the Sect. 3.2.

The orientation also seems to have an influence on the sus-
ceptibility. For example, at the 1 GHz range, most errors oc-
curred when the orientation was Horizontal and Vertical 1.
The PCB wires and the other components on the board (pull-
up resistors, capacitors) between the sensors and the com-
munication ports to the microcontroller were not protected
during these experiments and more errors appeared at the
DUT orientation with these wires parallel to the electrical
field (highest coupling). However, further experiments are re-
quired to verify this hypothesis.

Another comparison of the different orientations reveals
that even the vulnerable frequencies are similar, some orien-
tations seem to be more vulnerable. In the 6 GHz range, more
errors occur for both vertical orientations and those errors are
very similar. The footprint of the barometer sensor (sensor
which were the most influenced in these frequency ranges)
is indicating similarities in the internal geometry with length
and width. Further research on the footprint and hardware of
these sensors will have to be conducted in order to verify the
possible coupling paths.

3.2 Comparison between Pulse and CW

The next section of the research was concerned with the com-
parison between CW and pulse signals. A summary of the
main errors observed during the measurements is shown in
Table 1 and compared with the results with CW signals pre-
sented in the EMC Paper (Cesbron Lavau et al., 2021).
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Figure 2. Experimental setup of DUT in TEM waveguide.
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Table 1. Summary of the main differences between CW and pulse signals.

Sensors/ Magnetometer Barometer Current
Signal type
Multiple crashes at 300-500 MHz Status errors around 1 GHz
range starting from 40Vm~! Erroneous values at 2.6-2.8 and 5.4—
6.2 GHz up to 450 °C with 400 Vm™~!
CwW No errors detected
Data link loss around 400 MHz — Steady increase of field strengths leads
12C communication affected to new measured standby sensor value
Forced restart needed everytime
Status errors and crashes at 1,
2.5-3 GHz causing forced restart Erroneous values and status
errors at 2.9 and 5.8 GHz
Pulse Higher field strength to cause crashes Erroneous values at the same frequen-

at 300-500 MHz

cies but with lower values (up to 2-3 °C
maximum)

As shown in the table above, there were significant dif-
ferences between pulse modulated and continuous-wave sig-
nals: errors leading to a crash or status errors required a
higher power level threshold using pulse modulated signals
and the results indicate that the pulse length had a higher
influence than the pulse period. Regarding erroneous sensor
data, CW signals lead to higher data variations whereas more
errors appeared with PM signals and the modulation was also
noticeable in the sensor data variations. Finally, while there
was no observed influence on the current sensor with CW
signals, erroneous values and status errors were measured at
some frequencies using pulse modulated signals.

3.2.1 Magnetometer

During this study, no significant differences in effects have
been observed between the pulse and the CW measurements.
The analysis of log files is not bringing more information on
the crashes, except that the status errors are indicating either a
frame or a bus error. A more detailed analysis would require
monitoring of the I2C ports (both Serial Data Line (SDA)
and Serial Clock Line (SCL)) in order to observe the timing
diagram and detect protocol issues if any were to occur.

Adyv. Radio Sci., 20, 37-45, 2023

3.2.2 Barometer

Regarding the barometer sensor, the raw measured temper-
ature and pressure were influenced by the different signal
parameters: CW or pulse and comparing the next plots are
showing the behavior of the measured temperature in the
range 5.9 to 6 GHz with a field strength of 400 Vm~!. The
measurement methodology was described in Sect. 2.1 and
the blue parts represent the RF exposure during two seconds.

From the graphs in Fig. 6, it can be seen that there are
only erroneous values during exposure. What stands out in
the plots is that a startup peak appears in all cases, there is
only a different order of magnitude with CW signals: a vari-
ation of around 20 °C. From the chart, it can be seen that
the pulse parameters (width or repetition rate) have differ-
ent influences on the recovery and the peak of the indicated
temperature: a shorter pulse width (for example with 1 ps) is
leading to a narrower peak and a higher pulse repetition rate
(for example 10kHz) led to a similar behavior to CW quali-
tatively, not quantitatively. It also indicates that the recovery
of the indicated temperature is better for smaller duty cy-
cle or also shorter pulses. Moreover, the relationship between
the pulse width and pulse repetition rate (PRR) on recovery
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Figure 3. Susceptibility tests (Horizontal DUT Orientation) for different pulse parameters.
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Figure 4. Susceptibility tests (Vertical 1 Orientation) for different pulse parameters.

shows that for higher PRR the pulse width becomes less im-
portant. The analysis of the data registers is also showing that
no status errors were recorded, meaning that these changing
sensor values could remain undetected by the user. Further
research with different time scales by increasing the RF ex-
posure should be undertaken to investigate the recovery of
the indicated sensor data.

In the EMC Europe 2021 Paper (Cesbron Lavau et al.,
2021), experiments indicate that it could be possible to adapt
the parasitic signal to manipulate the temperature accord-
ingly. We have seen in Fig. 6 that pulse signals could also
generate a peak behaviour in the indicated temperature. One
could wonder if the hysteretic behaviour found using CW
signals can be achieved using short pulses and which field
strength it would require.
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3.2.3 Current Sensor

Whereas there was no observed influence on the current cen-
sor with CW signals, erroneous values and status errors were
measured at some frequencies using pulse modulated signals
as shown in Fig. 7. The frequency range on these graphs is
5.6-6.05 GHz for a constant field strength and as previously
the time is in the abscissa with the current value indicated by
the sensor in the ordinate. It is apparent from these plots that
the pulse repetition rate has a direct influence on the sensors,
causing both erroneous values and status errors.

Further studies with different time scales should be carried
out to determine whether the peaks in values are related to
the effect of a resonance frequency in the circuit or the SPI
communication clock.
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Figure 5. Susceptibility tests (Vertical 2 orientation) for different pulse parameters.

4 Conclusion and Discussion

Prior work has documented the effects of IEMI on embedded
systems such as UAVs, smartphones, cars or smart devices.
The effects are well documented and it raised the awareness
of this threat. Much research in recent years has focused on
analysing the risks in order to find protective measures. How-
ever, most of these studies have been focused on the entire
system and not specifically on sensors. The aim of the present
research was to investigate the effects of IEMI on stand-alone
sensors, removing the redundancy of sensor data, one of the
protective measures against attacks on sensors.

This study has identified a variety of effects regarding the
deliberate manipulation of sensor readings using pulse mod-
ulated signals: erroneous sensor data, loss of data communi-
cation, sensor status errors and also a complete freeze of all
processes causing a forced restart of the system. These er-
rors have been compared with the ones observed using CW
signals and are similar, the main difference is the signal pa-
rameter required to trigger these types of errors: a higher field
strength for example. One of the more interesting findings to
emerge from this study is that pulse parameters have a di-
rect impact on the behaviour of the indicated sensor values:
different pulse parameters (width or repetition rate) will de-
lay the recovery of the correct sensor value and this can be
used by an attacker. Compared with the hysteretic behaviour
found in the paper presented in EMC Europe 2021, even af-
ter an attack the indicated sensor value might never go back
to normal until a restart.

The generalisability of these results is subject to certain
limitations. PCB wires between the sensors and the com-
munication ports to the microcontroller were not protected
during these experiments and more errors, especially the
communication errors, appeared at the DUT orientation with
these wires parallel to the electrical field (highest coupling).
The loss of data communication between the microcontroller

Adyv. Radio Sci., 20, 37-45, 2023

and the sensor might be caused by this coupling path. Pro-
tecting this possible coupling path will lead to a better un-
derstanding of the sensor vulnerability. Moreover, the sen-
sors used are Commercial-off-the-Shelf sensors and are used
in different applications but the hardware between the same
types of sensors may differ. In order to identify possible cou-
pling paths and general protection measures, results have to
be repeatable with other similar sensors and future work will
therefore focus on other similar temperature or barometer
sensors for example.

Sensors are the key to many systems, which rely on the
information provided. InfoSec is needed in order to ensure
the availability and the integrity of the sensors. Investigating
the vulnerability of sensors under IEMI will lead to a better
understanding of the phenomena occurring at the physical
layer of the sensors, so that suitable protection measures can
be taken against those type of attacks.
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